Abstract
INTRODUCTION
The use of mobile phones is continuing to increase, while they concurrently become interconnected mobile computing devices with ever increasing computing power. Initially, this domain was the domicile of limited phone services on limited handset devices, with limited data speed and connectivity (Li and Lyons 2012) . These devices evolved into Smartphones, which are effectively handheld computers which are also able to make phone calls. The latest progression in the evolution of the mobile phone is the development of the tablet, which incorporates general computing power, data storage and widespread network access methods (Lee, Suh et al. 2012 ). The networks used by Smart phones now encompass a wide range of technologies and capabilities available for use in mobile, commodity networked devices. The protocols themselves are diverse and in constant flux, with significant change over time as both technology and services have evolved (Clarke 2013) . Service is no longer restricted to voice and SMS but includes not only data and Internet services but also accurate geo-locational services using the GPS networks, wireless networks and phone cell towers. The current generation of smart phones have considerable computation, multimedia applications and have increasingly accurate locational services (Poslad 2011) .
The Smart phone's ubiquity and increasing capabilities has seen them become repositories, often singular, for our highly personal and private information. As of June 2012, over 48% of Australians accessed the Internet using a mobile wireless connection (ABS 2012), and email was one of the most heavily utilised services. Corporate users regularly synchronise a range of corporate data to their Smart phone's (Ferrer, Camacho-Martinez et al. 2013) , and again email would be the most frequent of the data accessed, corporate email data often contains sensitive or otherwise valuable information for attackers. These factors make the Smartphone an attractive target for attackers (Wang, Streff et al. 2012) . The Smartphone market is dominated by Android based devices, with a significant number of iPhones also being used for corporate data. The use of Blackberry phones and Smartphones has decreased dramatically, although it was the phone of choice for those requiring secure communications (Carton 2008) . The increase in production of malcode for Android Smartphone's has almost been geometric, The custom error module does not recognize this error. 
Impacted Devices
In testing we evaluated Android, iOS & Windows Phone 7.5. We set up two legitimate Exchange servers, both running Exchange Server 2010. The first server made use of an expired self-signed certificate, the second made use of a certificate signed by a valid CA. The attack was then conducted to issue remote wipe commands with a third, self-signed certificate. From the results above, clients of Exchange servers making use of self-signed certificates (our research indicates this is the most common deployment style for small to medium businesses) are most vulnerable to this form of attack. Any handsets that participate in Microsoft Exchange systems configured in such a way are subject to; remote wipe without prompt for Android handhelds; and with a certificate error prompt for Apple iOS devices. In the case of Apple iOS devices, the prompt displayed was for a certificate error, providing no information about this error, but with a clearly available "continue" button. Windows Phone 7.5 provided no mechanism to easily accept a self-signed certificate: it had to be installed manually onto the device. Even when the certificate was changed by manual methods there was no easy mechanism to accept the new certificate. This indicates high resilience to this attack.
The clients of Exchange servers that were using certificates signed by a Trusted Certificate Authority fared somewhat better, with Android & Windows Phone devices simply refusing to connect to the service. Android devices displayed a security error, whilst Windows phone displayed a certificate error. There was no mechanism provided to continue connecting regardless in either case. The iOS devices tested provided a prompt to accept the new certificate, again with no advice and an easily available continue button.
Discussion
As previously highlighted in the introduction of this paper, the use of Smartphone's for both private and commercial use has significantly increased over the last five years. In particular, corporate users of these devices have moved away from what is arguably a secure device in the Blackberry, to more vulnerable platforms in Android and iOS devices (Plotkin 2011) . These devices contain functionality to automatically synchronise email from corporate servers to these mobile devices, which are both logically and physically vulnerable. They are logically vulnerable in that this type of attack is easy to perpetrate against an unsuspecting user, and physically in that it can be easy to obtain local access to the device. The attack described in this paper highlights this fragility, in that a user operating a Smart phone within reasonable parameters, could still find them with a compromised phone. At this stage, whilst the attack simply wipes the phone, the vulnerability will be further explored to determine whether data can be stolen from a target device. The impact of having ones Smartphone wiped could range from mild annoyance, where there is strictly corporate data involved, through to potentially life threatening if the device in question was being used in a hospital or other medical facility. Although the attack process detailed in this paper ultimately results in the victim's device being factory reset, the attack could have more significant ramifications. Once the PROVISION notice is sent by the client, the attacker has access to the entire supported ActiveSync policy set to engage with the client (Microsoft 2008 ). This could involve specifying to the client that the destination Exchange server has changed to a server address the attacker operates, providing persistent control of the device.
An additional complication is the increasing prevalence of bring your own device (BYOD) in the corporate workspace (James and Griffiths 2012) . It is feasible that an organisation could put steps and measures in place to reduce the level of risk associated with corporate use of Smartphones, but it may not always be possible to implement controls on a device for which administrator access is not available. Strong policy measures combined with appropriately resourced seat education awareness and training programs need to be implemented around the use of BYOD, as loss of corporate data on an employee's inadequately protected device could occur.
CONCLUSION
Mobile devices have been deployed widely in corporate environments, with a large number of these being connected to corporate Exchange servers. It has been determined that the most commonly implemented configuration of these servers leaves devices, and by extension a corporation, open to compromise. The vulnerability is primarily due to the way that SSL is implemented on the tested smartphone devices, without proper authentication or by simply allowing users to accept an invalid SSL certificate, bypassing the security which should prevent the attack. It is shown that using certificates, issued by trusted CAs, in some cases can mitigate the vulnerability, but this was not true for iOS. It is concluded that such actions should not be available to the end user. The responsibility for the vulnerability lies with the OS manufacturers, and therefore responsibility for correcting this vulnerability also lies with these developers to ensure correct implementations of certificate validation occurs. In the interim, use of appropriate security policy and user education should be employed as risk treatments.
